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Current Cybersecurity Landscape

In the digital expanse of today's interconnected world, the landscape of cybersecurity is one marked by a
relentless tide of threats. Recent statistics paint a stark picture: a cyber attack occurs every 39 seconds,
affecting one in three Americans each year, with an estimated global cost of cybercrime projected to reach
$10.5 trillion annually by 2025. These figures are not just numbers; they represent the increasing frequency
and severity of cyber attacks that continue to challenge the security of organisational assets.

As businesses and individuals pivot to the cloud, embracing its flexibility and efficiency, the attack surface
proliferates exponentially. Cloud computing, while a boon for operational agility, has also opened a Pandora’s
box of vulnerabilities. From misconfigured storage buckets to unsecured APIs, the opportunities for
exploitation have multiplied, bringing to the fore the critical role of cybersecurity. Now more than ever, IT
professionals are the sentinels on the front lines of this new battleground, where understanding the myriad
of threats has become a prerequisite for protection and resilience.

In this relentless push and pull of cyber warfare, the stakes are high, and the margins for error are slim. The
shift to the cloud has not only redefined our infrastructure but also the very nature of the threats we face. It's
a dynamic scenario where the cloud's vast potential is matched by the vast potential for risk. Cybersecurity is
no longer just an IT concern; it's a fundamental pillar of a modern organisation’s survival and success.

Understanding Cybersecurity Threat Actors

At the core of the cybersecurity conundrum are threat actors, the agents of chaos in the digital domain. A
cybersecurity threat actor is any individual, group, organisation, or nation-state that possesses the intent and
capability to exploit cyber vulnerabilities for malicious purposes. These purposes may range from personal
gain to strategic advantage, and their methods are as varied as their motives.

Threat actors can operate solo, like lone hackers seeking notoriety or financial reward, or they can be part of
sophisticated criminal organisations orchestrating ransomware attacks for massive payouts. On the more
alarming end of the spectrum, nation-states or state-sponsored groups engage in cyber espionage,
intellectual property theft, or even outright cyber warfare, seeking geopolitical leverage or to destabilise their
adversaries.
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Understanding the profiles and objectives of these actors is not just an academic exercise; it is a strategic
imperative. Recognising the signs of a hacktivist's defacement campaign, the subtle indicators of an APT's
(Advanced Persistent Threat) presence, or the tactics of a cybercriminal can be the difference between a
pre-emptive defence and a reactive scramble. In the digital theatre of war, knowledge of the enemy’s
playbook is as crucial as the strength of one’s defences. Itis this deep understanding of threat actors that
underpins the development of robust and effective cybersecurity strategies, ensuring that defences are not
just reactive but proactive, tailored, and resilient.
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What We'll Cover in This Document

In the ensuing pages, we delve deep into the intricate web of cybersecurity, unpacking the vital
elements that define today's cyber threat landscape. Here's what you can expect to uncover in
this comprehensive guide:

e Demystifying Cyber Threat Actors: An exploration of the various types of
cyber threat actors, their motives, and why understanding them is critical for

your cybersecurity strategy.

¢ Financial & Technical Arsenal at Their Disposal: Assessing financial backing,
the sophisticated tools and technologies that threat actors leverage to launch

cyberattacks, from grassroots hackers to advanced nation-state actors.

¢ Cloud Computing's New Breed of Threats: How the advent of cloud
technology has expanded the threat landscape, introducing new risks through

cloud service providers and shared infrastructure.

o Cybersecurity’s Strategic Front: The strategic importance of understanding

threat actors to inform cybersecurity policies and defensive measures.

e Harnessing External Intelligence: The role of external threat intelligence
services in identifying relevant threat actors, complemented by in-house efforts

for a fortified security posture.

e Contrasting Corporate Frontlines: Comparing the unique cybersecurity
challenges faced by businesses in different sectors, illustrating the need for

tailored security frameworks.

¢ Revising the Playbook for Cyber Defence: How a multinational

pharmaceutical company revolutionised its approach to security testing with

focused Breach Attack Simulation exercises.

o Charting a Course Through Cybersecurity's Terrain: We round off with
actionable insights, drawing from the document's key points to navigate the

cybersecurity landscape with precision and insight.
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In the intricate tapestry of cybersecurity, the actors lurking in the digital shadows are as
diverse as they are dangerous. Understanding who they are, what drives them, and how
they operate is the cornerstone of an effective defence strategy. This section, "“Demystifying
Cyber Threat Actors,” aims to unravel the complexities of these adversaries, providing a
clear view into the motivations, tactics, and capabilities of the entities behind cyber threats.

For IT professionals, crafting a cybersecurity strategy without insight into the potential
adversary is like navigating a labyrinth in the dark. Knowing your opponent s the first, most
crucial step. It empowers you to anticipate their moves, prepare for their attack vectors, and
shore up defences against their specific methods of infiltration and attack. Whether it's the
meticulous planning of state-sponsored entities, the opportunistic strikes of cybercriminals,
or the ideological campaigns of hacktivists, each requires a tailored approach.

By the end of this section, the once nebulous concept of a 'threat actor’ will take on a distinct
clarity. You will not only recognise the intricate profiles of these adversaries but also
understand how this knowledge is directly translatable to stronger, more responsive
cybersecurity strategies. In demystifying these actors, we illuminate the path to a more
secure and resilient digital infrastructure.
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Visualising the Threat Landscape
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Who Are The Key Players?

Nation-State Actors

Nation-state actors are government-sponsored groups engaged in cyber espionage,
sabotage, and interference operations to further national security interests and
geopolitical goals. These highly sophisticated actors use advanced techniques to steal
intellectual property, monitor dissidents, disrupt critical infrastructure, and influence
foreign elections. Their activities are often covert and strategically planned, posing
significant threats to national security, economic stability, and global diplomacy. Their
capabilities include deploying malware, exploiting vulnerabilities, and conducting cyber

warfare.
Cybercriminals

Cybercriminals are individuals or groups motivated by financial gain, engaging in illegal
online activities like fraud, phishing, and ransomware attacks. They exploit vulnerabilities
in cybersecurity systems to steal money, personal information, or corporate data, often
selling this information on the dark web. Cybercriminals use a variety of attack vectors,
including malware, social engineering, and DDoS attacks. Their activities range from
individual opportunistic attacks to organised crime involving sophisticated hacking

operations targeting banks, e-commerce sites, and individuals.
Insider Threats

Insider threats come from individuals within an organisation—such as employees,
contractors, or business partners—who misuse their access to harm the organisation’s
information systems or data. These threats can be intentional (malicious insiders seeking
personal gain or revenge) or unintentional (careless or uninformed insiders causing
accidental harm). Insider incidents may involve data theft, sabotage, intellectual property
theft, or fraud. Managing insider threats requires a combination of technical controls,

robust security policies, and regular training to minimise risks.



«

Navigating the Cyber Threat Landscape

METIS
SECURITY

Hacktivists

Hacktivists are individuals or groups that engage in hacking as a form of political activism,
aiming to promote social, environmental, or political change. Their methods include
website defacement, DDoS attacks, data breaches, and doxxing, intended to draw
attention to their cause, embarrass targets, or disrupt operations. Hacktivist actions are
often highly publicised to maximise exposure of their message. While their motivations
differ from those of other cyber threat actors, their attacks can still cause significant

damage and disruption.
Cyber Terrorists

Cyber terrorists are extremists who use cyber attacks to cause fear, disruption, or achieve
political, religious, or ideological gains. Unlike other cyber criminals focused on financial
profit, cyber terrorists aim to undermine national security, cause physical damage, or
disrupt societal functions through attacks on critical infrastructure, government
networks, and public information systems. Their tactics can include spreading malware,
conducting DDoS attacks, or infiltrating networks to steal sensitive information, all

intended to sow chaos, provoke fear, and advance their cause.
Script-Kiddies

Script-Kiddies are inexperienced hackers who use existing computer scripts or software
to launch cyber attacks without fully understanding the underlying technology. Lacking
the expertise to develop their hacks, they rely on tools created by others to exploit known
vulnerabilities, often targeting websites, networks, or systems for personal amusement,
minor vandalism, or to gain notoriety within certain communities. While generally less
sophisticated, their activities can still cause significant disruptions, highlighting the need

for robust cybersecurity measures even against seemingly low-level threats.
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Advanced Persistent Threats (APTs)

Advanced Persistent Threats (APTs) are sophisticated, state-sponsored or high-level
criminal groups conducting extended, stealthy cyber campaigns to infiltrate and remain
inside a target's network.

Many of the previously described threat actors may well also be classed as an APT
depending on their mode of operating (TTPs).

APTs aim to steal information, compromise systems, or disrupt critical processes over
long periods, often targeting governments, military, and large corporations. Their tactics
include spear-phishing, malware, and living off the land techniques, making detection
and removal challenging. APTs represent a significant threat due to their resources,

patience, and focus on specific high-value targets.
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Summary

As we conclude this initial exploration into the world of cyber threat actors, one thing becomes abundantly
clear: the landscape of cybersecurity threats is as dynamic as itis perilous. The progression of technology is a
double-edged sword; with each advancement that bolsters our defences, a new set of tools and methods are
crafted in the arsenals of our adversaries. The actors we face today are not static entities — they evolve,
adapt, and grow more sophisticated alongside the very technologies designed to thwart their efforts.

This relentless evolution demands a proactive and informed approach to cybersecurity. It is imperative that IT
professionals and organisations remain vigilant, keeping pace with the latest developments in cyber threats.
Adapting security practices is not a one-time measure but a continuous process of improvement and
education.

To maintain the upper hand against these ever-changing threats, itis crucial to invest in ongoing training,
leverage cutting-edge threat intelligence, and foster a culture of security awareness that permeates every
level of the organisation. Only by staying informed and agile can we hope to safeguard our digital realms
against the tireless tide of cyber threats that seek to undermine them.

In this arms race of information security, knowledge remains our greatest ally. By demystifying the nature of
our adversaries, we lay the groundwork for a resilient cybersecurity posture, one that is as dynamic and
adaptable as the threats we aim to neutralise.

Read on as we explore the financial and technical characteristics of our cyber adversaries, well will also
introduce some new players in the world of cloud.

SECURITY
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Finances

Comparing and contrasting the threat actors based on their funding and financial support reveals significant differences
in their operations, sophistication, and potential impact.

Actor Finances Description

Nation-state actors are among the most well-funded and supported groups, with substantial resources
allocated by governments. This financial backingallows for sophisticated, long-term cyber operations,

Nation-State ~ Very High  includingdevelopment of custom malware and exploitation of zero-day vulnerabilities. Their operations
are strategic, aiming for espionage, sabotage, or influence, benefiting from state-level resources and

intelligence.

Cybercriminals' funding largely depends on the success of their criminal activities. Organised cybercrime
o Moderate  groups can amass significant financial resources through ransomware, online fraud, and data breaches,
Cybercriminals ) ] o ) ] ] ; ]
toHigh  reinvestingin more advanced tools and techniques. Their operations are profit-driven, making them

highly motivated to innovate and succeed.

Insider threats typically do not receive external funding; their actions are motivated by personal
) Lowto  grievances, financial incentives, or unintentional negligence. While malicious insiders might sometimes
Insider Threat ) ) o ) o
None sell stolen data or access, their financial resources are limited to personal funds or gains fromillicit

activities.

Hacktivists' operations are usually self-funded or supported through donations from sympathisers. Their
Hacktivist resources vary widely, with some groups managing to secure modest funding for their activities. However,
acktivists
their operations are more about making a statement than financial gain, often limiting their investment in

expensive cyber attacktools.

Cyber terrorists may receive funding from various sources, including state sponsors, sympathetic

. organisations, or through criminal activities. Their level of financial support can vary but is often

Cyber Terrorists ) ) ) ) ] )
substantial enough to conduct complex cyber attacks aimed at causing fear, disruption, or physical

damage. Their operations are ideologically driven, with resources allocated to maximize impact.

Script-kiddies typically have minimal financial resources, relying on freely available hacking tools and

scripts to conduct their activities. Their operations are opportunistic, lacking the sophistication and
Script-Kiddies Low ) } )

funding of other threat actors. However, the low cost of entry-level hackingtools allows them to still

pose arisk to vulnerable systems.

APTs, similar to nation-state actors, often have significant financial support, either directly from
) governments or through state-sponsored programs. This support enables sustained operations,
APTs Very High ; o ) )
research into advanced exploitation techniques, and development of custom cyber espionage tools. APTs

represent a high level of financial investment in achieving strategic objectives.
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Technical Capability

Comparing and contrasting the threat actors based on their access to technical resources, tools, attack infrastructure, and
advanced/zero-day tooling provides insight into their operational capabilities and potential threat levels:

Technical . ..
Description

Capability

Nation-state actors have access to an extensive array of sophisticated tools, including custom malware,

zero-day vulnerabilities, and advanced persistent threat (APT] capabilities. They possess the technical
Nation-State Very High  expertise and resources to develop proprietary hacking tools and maintain robust attackinfrastructures.

Their access to cutting-edge technology and intelligence allows them to execute complex, targeted

attacks with precision.

Organised cybercriminal groups often have substantial resources to acquire or develop advanced

hackingtools, including ransomware and phishing kits. They can rent botnets for DDoS attacks and

Cybercriminals M:)d::::e purchase zero-day exploits on the dark web, although their access to zero-days might be less frequent
than nation-states. Their technical capabilities vary widely but can be quite sophisticated, especially in
financial fraud and data breaches.

Insider threats inherently have legitimate access to an organisation's networks, systems, and data,
bypassingthe need for external hackingtools. Their technical resourcefulness depends on their
Insider Threat Variable

position within the organisation and their technical skills. While they may not always have access to

advanced tools, their insider position can be exploited to cause significant damage or data loss.

Hacktivists generally rely on publicly available hacking tools and techniques, such as DDoS software and
Hacktivist. website defacement tools. They might possess some custom tools but typically do not have access to
acktivists
highly sophisticated or zero-day exploits, focusinginstead on high-visibility targets and messages rather

than technical prowess.

Cyber terrorists' access to technical resources varies. Some groups may possess sophisticated tools and
Moderate  capabilities, especially if supported by nation-states or well-funded organisations. They might use
Cyber Terrorists ) o o
toHigh  advanced malware, DDoS attacks, and exploit kits to target critical infrastructure but generally have less

frequent access to zero-day vulnerabilities compared to nation-states and APTs.

Script-kiddies have limited access to advanced tools and rely on pre-made scripts and hacking software

available online. Their attacks are typically opportunistic, using widely known vulnerabilities and standard
Script-Kiddies Low ) ) o ) ) )

hackingtechniques. The lack of sophisticated tools and reliance on publicly available resources

generally limits their effectiveness against well-secured targets.

APTs, often backed by nation-states, have access to a wide range of advanced tools and exploits,
. including zero-days. They use sophisticated techniques for stealth and persistence, employing
APTs Very High . . ) ) i ) )
encryption, malware, and living of f the land strategies. Their technical resources are on par with nation-

state actors, enabling long-term espionage and cyber warfare operations.
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Financial Comparison

The primary contrast lies in the scale of operations and objectives, directly
influenced by their funding and financial support. Nation-state actors and APTs
represent the high end of the spectrum with substantial resources, enabling
strategic, long-term campaigns. Cybercriminals operate with moderate to high
funding, driven by profit motives. In contrast, insider threats, hacktivists, and script-
kiddies operate with lower financial resources, reflecting in their operational scale
and impact. Cyber terrorists' funding can vary but is generally targeted towards
causing maximum disruption or damage, rather than financial gain.

Technical Comparison

The stark contrast lies between the highly resourced nation-state actors and APTs,
with their access to cutting-edge, proprietary tools, and the lower end of the
spectrum, including hacktivists and script-kiddies, who rely on publicly available
tools. Cybercriminals fall somewhere in the middle, with their capabilities defined by
their financial success and ability to invest in or develop advanced tools. Insider
threats are unique in that their "resource” is legitimate access rather than technical
tools, which can bypass the need for external hacking capabilities. Cyber terrorists’
technical resources can vary widely but are generally aimed at causing disruption or
damage rather than stealth or espionage.
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The migration to cloud computing has fundamentally shifted the cybersecurity landscape, introducing new
dimensions of risk and altering the threat actor profile. This shift is due in part to the cloud's shared responsibility
model, where security obligations are divided between the cloud service provider and the cloud user.
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“You are primarily responsible

for security share security responsibilities responsible for security

You & the cloud service provider Cloud service provider is fully)

Itis critical that you review your entire cloud footprint and identify the nature of the applications and systems
you are vsing - you will likely have a misture of l4a5, PaaS and/or SaaS.

The large cloud prowviders [AWS. Google & Azure] each aperate a slightly different model, with Google
putting the most responsibility on the client and Azure the least.
Yfou should ensure you have a clear understanding of your respansibilities for securing the data.
applications andoperating systems that comprise your cloud infrastructure.

This model, while offering scalability and flexibility, also introduces new potential threat vectors and actors. We

review two such examples in this section.
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Cloud Provider Staff

Cloud provider staff, including engineers and administrators who manage
and maintain cloud services and infrastructure, have extensive access to
the cloud environment. This includes the underlying hardware, networks,
and, depending on the service model (laaS, Paa$, SaaS), potentially the
application stack itself. Their elevated access levels and control over cloud
resources make them a critical insider threat vector.

Risks Introduced

e Misuse of Access: Intentional or accidental misuse of their access can
lead to data breaches, unauthorised data access, service disruptions, or
changes to security settings that weaken the security posture.

o Elevated Privilege Abuse: With the ability to bypass normal security
controls, cloud provider staff could potentially access sensitive

customer data or disrupt operations without the usual oversight.

Mitigation Strategies:

o Access Controls and Monitoring: Implement strict access controls,
regular audits, and monitoring of cloud provider actions within the
environment to detect and prevent unauthorised activities.

¢ Background Checks and Training: Ensure cloud providers conduct
thorough background checks and continuous security training for their
staff.

e @ & 0 & & 0 0 0 0 00
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Other Users of the Cloud Environment

In a shared cloud environment, multiple tenants (other users) can operate
on the same physical infrastructure, using shared resources like
applications, databases, and networks. This multi-tenancy model, while
efficient, raises concerns about noisy neighbours' and potential cross-
tenant attacks, where one tenant might attempt to breach another's data
or resources.

Risks Introduced

o Cross-Tenant Attacks: Vulnerabilities in the cloud service provider’s
isolation mechanisms could allow one tenant to access another's data
or resources.

o Side-Channel Attacks: Attackers might exploit shared physical
hardware to launch side-channel attacks, indirectly extracting

information from other tenants.

Mitigation Strategies:

o Strong Isolation Practices: Cloud providers should ensure robust
isolation practices at the physical, network, and application layers to
prevent cross-tenant access.

¢ Regular Security Assessments: Tenants should conduct regular
security assessments of their cloud environments and work closely

with providers to understand and mitigate shared risks.
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Changing Landscape

Increased Responsibility for Cloud Providers: The role of
cloud providers in ensuring security has become more critical,
requiring them to invest heavily in security measures,
personnel training, and infrastructure to protect against
internal and external threats.

New Security Models: The shared responsibility model
necessitates that tenants understand their security obligations,
particularly in configuring and managing the security of their
applications and data.

Conclusion

The cloud introduces new threat actors by virtue of its
architecture and operational models, expanding the traditional
threat landscape. While cloud providers and users share the
responsibility for securing the cloud, the introduction of cloud
provider staff and other users as potential threat actors
necessitates enhanced security measures, thorough vetting,
and continuous monitoring to safeguard against these internal
and shared risks. Collaboration between cloud providers and
tenants, alongside the adoption of best practices in cloud
security, is essential for mitigating these evolving threats.
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In the ever-evolving landscape of cybersecurity, the importance of understanding threat actors—
comprehending their motivations, the resources at their disposal, and their methods—cannot be overstated.

This understanding forms the bedrock upon which effective cybersecurity defences are built

It is not merely a question of knowing the enemy but deeply understanding their tactics, techniques, and
procedures (TTPs). Such knowledge is pivotal for several reasons:

Informed Defence Strategies: Understanding the nature of threat actors allows organisations to tailor their
cybersecurity measures more effectively. Knowing whether a threat is likely to come from a nation-state
actor with sophisticated capabilities, a financially motivated cybercriminal, or an insider threat enables the
deployment of specific defensive technologies and processes. This targeted approach ensures that
resources are allocated efficiently, bolstering defences where they are most needed.

Pro-active Threat Intelligence: Insight into the motivations and potential targets of different threat actors
facilitates a proactive rather than reactive cybersecurity posture. Organisations can anticipate potential
security breaches and prepare accordingly. For instance, if a new zero-day exploit is discovered, knowing
which threat actors are most likely to exploit this vulnerability allows for immediate and focused defensive
actions, such as patching software or monitoring for specific indicators of compromise.

Strategic Decision-Making: At the strategic level, understanding threat actors informs risk management
and cybersecurity investment. It guides decisions on where to invest in security infrastructure, personnel
training, and technology upgrades. This understanding ensures that investments are not just reactive—based
on the latest threat—but strategic, building resilience against future threats.

Enhanced Incident Response: When an incident occurs, knowing the likely threat actor behind it can
significantly enhance response efforts. Different actors have different behaviours; for example, a nation-
state actor might aim for stealth and long-term access, while a cybercriminal might quickly deploy
ransomware. |dentifying the actor can help predict their next moves, improving the effectiveness of incident
response and mitigation strategies.

Building a Security Culture: Finally, an organisation-wide understanding of threat actors helps foster a
culture of security. By educating employees about the types of threat actors and their methods, organisations
can enhance their human firewall, making every employee a part of the defence strategy. This culture of
security is invaluable in combating threats, particularly those relying on social engineering.

SECURITY
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Wrapping Up

In conclusion, the dynamic and complex nature
of modern cyber threats necessitates a deep
understanding of threat actors. This knowledge
is not just a tool for IT security teams but a
strategic asset that informs every level of
decision-making, from tactical defences to
strategic investments and organisational
culture.

By prioritising this understanding, organisations
can not only defend against the threats of today
but also prepare for the evolving threats of
tomorrow. As we navigate this challenging
landscape, let us remember thatin
cybersecurity, knowledge is not just power—it's
protection.

SECURITY
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Organisations face a dynamic threat landscape Limitations:

where identifying relevant threat actors is crucial e Cost: High-quality external services can be

for tailoring cybersecurity defences effectively. expensive, which might be prohibitive for smaller

This process can be approached through both organisations.

external services and internal. Understanding how « Generic Insights: Some services might provide

to leverage both can significantly enhance an generic insights that are not tailored to the specific

organisation's security posture. context or risk profile of the organisation.

External Services
Internal Efforts

External services, such as cybersecurity firms,

threat intelligence providers, and security Internally, organisations can utilise their own IT and
consultants, offer specialised expertise and cybersecurity teams to identify relevant threat actors.
resources for identifying threat actors. These This approach involves analysing internal security logs,
services can provide a broad perspective on the incident reports, and utilising open-source intelligence
cybersecurity landscape, access to a wealth of (OSINT tools.

historical data, and insights into emerging threats. Advantages:

Advantages: ¢ Context-Specific Insights: Internal teams have a

e Expertise and Specialisation: External deep understanding of the organisation’s specific
services often have specialised knowledge in context, operations, and risk profile, allowing for
certain areas of cybersecurity, industries or more tailored threat actor identification.
types of cyber threats. o Cost-Effectiveness: Using internal resources can

e Global Threat Intelligence: Offer access to be more cost-effective than hiring external services,
global threat intelligence networks, providing especially for routine monitoring and analysis.
insights into emerging trends and threat actors * Agility and Responsiveness: Internal teams can
around the world. often respond more quickly to emerging threats and

e Advanced Technologies: Use advanced incidents, adjusting defences in real-time.

technologies and methodologies to analyse Limitations:
i;:jf??;ti?ig:ﬂn ddt::icnhtzrengelarmng, ¢ Resource Constraints: Smaller organisations may
capabilities of some organisations. lack the specialised skills or resources needed to
. . effectively identify and analyse sophisticated threat

e Focus on Core Business: Leveraging external
services allows an organisation to focus on its . i?:i::id Perspective: Internal efforts may miss
EP?;eCE:S;T:jiaa;:I\ollft;:zx?;ienzxfher::thaac::, broader trends or emerging threats that are not yet
evident in the organisation’s own environment.

METIS
SECURITY



«

Navigating the Cyber Threat Landscape

Comparison and Contrast

The choice between using external services and relying on internal efforts often comes down to a balance of
expertise, resources, and specific needs. External services can extend an organisation’s capabilities by providing
specialised knowledge, advanced technologies, and a broader perspective on global threats. However, this
comes at a cost and may sometimes offer less tailored insights. On the other hand, internal efforts allow for
more context-specific analysis and quicker responsiveness but might be limited by the organisation's internal

capabilities and resources.

Final Thoughts

In practice, a hybrid approach is often most effective. Combining the broad, specialised insights from external
services with the context-specific knowledge and agility of internal teams can provide a comprehensive
understanding of relevant threat actors. This integrated approach enables organisations to tailor their
cybersecurity strategies effectively, leveraging the strengths of both external and internal resources to
safeguard against the evolving landscape of cyber threats.

METIS
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Comparing and contrasting the cybersecurity
considerations of two very different organisations
illustrates how their operational landscapes shape
cybersecurity strategies and priorities.

Small UK-Based Hedge
Fund

Focuses on investment and financial transactions,
handling sensitive financial data and proprietary
investment strategies. The hedge fund operates in
a highly regulated financial market.

Likely Threat Actors:

o Cybercriminals: Attracted by the potential for
financial theft, targeting the fund through
phishing, ransomware, or direct attacks.

e Insider Threats: Given the small size and high-
value information, employees or contractors

might pose significant risks.

Cybersecurity Decision Influences:

¢ Data Protection: Prioritising encryption, secure
communications and transactions to protect
against data breaches and financial fraud.

¢ Insider Threats: Given the high-value data,

employees or contractors pose significant risks.

METIS
SECURITY

American Multinational
Pharmaceutical

Engages in research and development of
pharmaceuticals, including controversial practices like
animal testing. This involves handling sensitive research
data, proprietary formulas, and personal information of
clinical trial participants across multiple jurisdictions.

Likely Threat Actors:
¢ Hacktivists: Opposed to animal testing, might target the

company to steal sensitive data, deface websites, or
disrupt operations as a form of protest.

¢ Nation-State Actors and APTs: Interested in acquiring
proprietary research or sabotaging the company’s
research efforts.

e Cybercriminals: Targeting personal and healthcare

information for financial gain.

Cybersecurity Decision Influences:

e Intellectual Property Protection: Emphasising the
security of research data and proprietary information
through access controls, data encryption, and secure
data storage solutions.

¢ Reputation and Public Relations: Developing incident
response plans that include strategies for maintaining
public trust and managing public relations in the event
of a cybersecurity incident.

e Comprehensive Threat Intelligence: Investing in
advanced threat intelligence tools to monitor and
defend against hacktivists, nation-states, and other cyber
threats.

¢ Global Regulatory Compliance: Ensuring cybersecurity
practices meet the legal and regulatory requirements of
each country in which they operate, including data

protection and privacy laws.
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Contrasting Approaches

Operational Focus and Data Sensitivity

The hedge fund's primary concern is financial data and investment strategies,
making financial fraud and insider threats its main focus. The pharmaceutical
company, however, must protect a wider variety of sensitive information, including
proprietary research and personal health information, from a broader spectrum of
threat actors.

Threat Actor Profile

While both entities are targets for cybercriminals, the pharmaceutical company
also faces significant risks from hacktivists opposing animal testing and nation-
states interested in its research. The hedge fund's threats are more financially
motivated.

Cybersecurity Strategies

The hedge fund focuses on financial security, data protection, and insider threats,
with a significant emphasis on regulatory compliance. In contrast, the
pharmaceutical company must adopt a more holistic cybersecurity approach,
addressing intellectual property theft, hacktivism, and global regulatory
compliance, in addition to protecting personal and health-related information.

Contrasting Approaches

The contrasting cybersecurity profiles of a small UK-based hedge fund and an
American multinational pharmaceutical company underscore the importance of
tailoring cybersecurity strategies to an organisation’s specific operational landscape
and threat environment. Understanding the unique challenges and potential threat
actors targeting an organisation is crucial for developing effective, nuanced
cybersecurity defences that protect sensitive data, maintain public trust, and ensure
regulatory compliance across global operations.

SECURITY
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In the perpetual chess game of cybersecurity, the
efficacy of our defence is defined by the
sophistication of our strategies. "Revising the
Playbook for Cyber Defence” is not just about
strengthening the fortifications but also about
refining the tactics we employ to predict, detect,
and respond to cyber threats. Traditional
penetration testing has long been the cornerstone
of organisational cybersecurity efforts, yet as

adversaries evolve, so too must our methods.

METIS
SECURITY

This section delves into the nuanced world of Breach
Attack Simulation (BAS) and Red Teaming, two
methodologies that go beyond the conventional to
provide a more intricate and realistic picture of an
organisation’s defensive capabilities. We'll dissect how
these approaches offer a more granular use of Tactics,
Techniques, and Procedures (TTPs), presenting a distinct
advantage in simulating the sophisticated attacks
carried out by modern threat actors.

While Red Teaming offers a broad, unrestricted
simulation of a potential adversary's approach, BAS
sharpens the focus, honing in on the specific TTPs
employed by the most pertinent threat actors identified
in your organisation’s threat landscape. It's this laser-
focused approach that can make BAS a more fitting
option for organisations seeking to reinforce their
defences against particular known threats.

We'll compare these advanced methodologies, highlight
their strengths, and discuss how they can be integrated
into a modern cybersecurity strategy that not only
matches but anticipates the moves of potential
adversaries. In updating our cybersecurity playbook, we
are not merely responding to the threats of today but
preemptively guarding against the cyber incursions of
tomorrow.
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Breach Attack Simulation of Our Pharmaceutical
Company

Breach Attack Simulation exercises provide a focused and extensive exploration of an organisation’s defences by
simulating a wide array of cyber threats. For the pharmaceutical company, BAS offers an opportunity to:

¢ Targeted Threat Actor Simulation: BAS specifically allows
for the simulation of attacks from threat actors most
relevant to the pharmaceutical sector, such as hacktivists,
nation-state actors, and cybercriminals. This targeted
approach ensures that the company’s defensive mechanisms
are specifically evaluated against the TTPs of actors likely to

target their operations.

¢ Extensive TTP Coverage: Unlike other testing methods,
BAS can cover a broader range of TTPs used by these actors,
including sophisticated phishing campaigns, advanced
malware attacks, and complex data exfiltration techniques.
This extensive coverage provides a more accurate
assessment of the company’s vulnerabilities and

preparedness.
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Comparing Breach Attack Simulation With Other

Assessment Approaches

BAS is not a magic bullet that is applicable in every situation, if however you are concerned about a particular threat
and wish to ascertain your level of exposure to it, it most certainly has its place. The table below will articulate how:

Breach Attack Simulation

Penetration Testing Red Teaming

Capability

Identify technical misconfigurations and Coverage - less focus on specific TAsbut  Coverage - less focus on specific TAs but

build issues with targets broader coverage overall broader coverage overall

Identify issues with usage of legitimate " Coverage - less focus on specific TAs but
0

system tooling (living off the land) broader coverage overall

Assess capability to detect and respond \ Coverage - less focus on specific TAs but
0

to security incidents appropriately broader coverage overall

Assess operational and user awareness N Coverage - less focus on specific TAs but
0

issues i.e. Phishing broader coverage overall

Focus on simulating. a specific threat ]
Coverage - less focus on specific TAs but

actor to assess the organisations No
broader coverage overall

resilience to that threat scenario

Summary

For the American multinational pharmaceutical company, a focused Breach Attack Simulation exercise is
invaluable for its ability to simulate a wide range of TTPs specifically from threat actors relevant to their
sector. This targeted approach allows the company to critically assess and enhance its defences against the
most credible and damaging cyber threats, ensuring protection of sensitive data and proprietary research.

While traditional penetration testing and Red Teaming offer critical insights into the organisation’s
cybersecurity posture, BAS's unique strength lies in its detailed focus on the TTPs of specific threat actors,
providing a more nuanced and actionable evaluation of security measures tailored to the company's unique

threat landscape.

SECURITY
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Intoday's rapidly evolving digital world, the threat landscape is more complex and perilous than ever. From
small hedge funds in the UK to large multinational corporations, whether in retail banking or the
pharmaceutical industry, understanding the nuanced threats posed by various cyber threat actors is crucial.
As we've explored, these actors range from cybercriminals and hacktivists to insider threats and nation-
states, each with their unique motivations, tactics, techniques, and procedures (TTPs). The distinctions
between these actors—and their potential impact on different organisational profiles—underscore the
necessity for a cybersecurity strategy that is not only robust but also nuanced and adaptive.

The comparison between traditional cybersecurity practices, such as penetration testing and vulnerability
scanning, and more dynamic approaches like Red Teaming and Breach Attack Simulation (BAS), reveals a
clear trajectory. The future of cybersecurity defence lies not in one-off assessments or broad-stroke
simulations but in focused, continuous, and detailed analyses of threats tailored to the specific vulnerabilities
and operational landscapes of individual organisations.

Enter Metis Security, your partner in navigating this complex cybersecurity terrain. Our Trusted Advisor
service is designed to provide you with consultative advice that draws from a deep understanding of the
cyber threat landscape, tailored to your unique industry challenges and operational nuances. We don't just
look at the threats of today; we anticipate the emerging threats of tomorrow, ensuring that your
cybersecurity posture is not just reactive but proactive.

Complementing our advisory capabilities, our Breach Attack Simulation service offers practical, hands-on

assessments that go beyond traditional testing methods. By simulating the specific TTPs of the most relevant
threat actors to your organisation, we provide a focused, actionable analysis that can guide your defence
strategies with precision. Our BAS service isn't about ticking boxes—it's about offering continuous insights
and recommendations that evolve as quickly as the threats do.

In an age where cyber threats are both ubiquitous and uniquely dangerous, partnering with Metis Security
ensures that your defences are as dynamic and resilient as the adversaries we face. Our blend of strategic
advisory and practical, cutting-edge assessments empowers your organisation to not just respond to threats,
but to stay several steps ahead.

Let Metis Security be your guide in this journey. With our Trusted Advisor and Breach Attack Simulation
services, your cybersecurity defences will transform from a necessity to a strategic advantage. Reach out to
us, and let's discuss how we can fortify your defences and secure your future in the digital age.
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